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Enabling Effective Software Testing with Static Program Analysis
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Static analysis and fuzz testing (fuzzing) are powerful techniques for finding software bugs automatically. In this
talk, I will present my research on integrating these two techniques. Specifically, these works utilize static analysis
to obtain the knowledge about the target program's behavior and use this knowledge to optimize the fuzzing
strategy. In the first part of the talk, I will share the success story of adopting static binary analysis to enable
type-aware system call fuzzing on Windows kernel. In the remaining part of the talk, I will introduce my recent

work on leveraging static analysis to improve the effectiveness of directed fuzzing.
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